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ABSTRACT  

In this modern age of technology, the computer and web world  has been the new emerging 

platform for the commission of crime, also known as cyber crime. In the era of increasing use of 

technology and social media the most common form of cyber crime i.e “cyber bullying” is being 

committed on a huge scale across the globe. With the introduction of Digital India, where most of 

the work has been digitalised,  it became a gateway for the wrongdoers to use the digital world 

to  harass or bully the victim in the form of threat, accusation, blackmailing etc to get their 

motives fulfilled. This paper aims to examine the concept of cyber bullying, and analysing the 

legal safeguards available under Indian law. This study adopts a doctrinal research 

methodology, relying on statutes, judicial decisions and scholarly writings. It is being observed 

that while various legislation such as IT Act 2000, BNS 2023, provides a framework to address 

the issues of cyber bullying but due to the lack of awareness and weak enforcement, the 

significant gap persists. The paper further discusses  various forms of cyber bullying and its 

impact upon the victim. It further concludes that though legal safeguards exist, there is a need 

for stronger enforcement, increasing awareness and effective measures to combat cyber bullying 

in India.  

KEYWORDS  

Cyber Bullying, Cyber Stalking, Cyber Crime , Information and Technology Act 2000, Legal 

Safeguards, Bharatiya Nyaya Sanhita. 
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INTRODUCTION 

 

With the widespread use of technology and rapid growth of social media platforms, cyber 

bullying has been the most relevant problem   faced by India. Cyber Bullying refers to 

harassment caused by the use of technology with an intention to harm the person’s state of mind, 

character  and to degrade  the person .  As the name suggests Cyber Bullying  occurs in the cyber 

world where the harasser or the person bullying uses inappropriate words or images to humiliate 

the person and cause mental suffering to the victim.  

India being a growing  hub in the digital world faces an increasing amount of challenge in cyber 

crime, specifically cyber bullying, where about 33 % of the teenagers faces online harassment.1 

As the digital platform is being familiarised and easy access to the common citizens,  it poses an 

unique threat by the stranger or the impersonator targeting the vulnerable community such as 

teenagers and women, which significantly increases the number of cyber bullying. It is very 

common nowadays where one or the other person faces cyber bullying either by a stranger 

through a fake account or by the known person in the form of blackmailing  with the teenagers 

and women being the easy target.  

The significant rise in the cases of cyber bullying  has negatively impacted on the victim's health 

causing mental stress, psychological damage, depression, anxiety etc which in turn impacted  

their physical health as well as his social life too. The online bullying or  harassment, though 

seems to be less in weightage as compared to physical harassment, deeply causes an adverse 

irreparable damage to the mind of the victim where the victim undergoes the fear or 

psychological withdrawal from the digital world. It causes a deep rooted fear in the mind of the 

victim which might cause severe neurological damage to his brain as well.  

The enactment of various legislation such as Information Technology Act 2000, Bharatiya Nyaya 

Sanhita 2023 etc provides the legal safeguards and safety net to the victim and by encompassing  

1 Pooja & Aditi  Vats, “ The Growing Threat of Cyberbullying  in India”  , Int ‘ I J. Enhanced Rsch. Educ. Dev., Vol 
11 Issue 4, July – Aug, 2023, at 85, available at https : \\www.researchgate.net\publication, ( Last visited on 13th 
April 2016).  
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severe punishment and fine upon the wrongdoer. But this act till date has not been fully effective  

since in most of the cases due to lack of awareness and the fear of the reputation, the cases go 

under reported. In most of the cases victims withdraw the case due to threat  imposed by the 

wrongdoer or the fear of his character being targeted. 

This paper mainly discusses cyber bullying, its different forms, relevant legislations, case laws, 

legal safeguards in India  and concludes with strong suggestions.  

LITERATURE   REVIEW 

 

Various journals, articles, statutes,  have highlighted different dimensions on the topic “ Cyber 

Bullying and Legal Safeguards in India ”. To understand the issue in detail, various sources and 

their  perspective have been referred to in this research. Through the book namely “ Cyber Space 

and The Law – Issues and Challenges, by editor Ranbir Singh & Ghanshyam Singh, it could be 

seen how the digital world acts as a medium to commit crime, particularly generating photos and 

videos of a child committing child pornography. In another book “ Textbook on Cyber Law” by 

Pavan Duggal, it was visibly explained how privacy has been hampered in today’s modern era to 

harass and blackmail the victim. Now referring to the journal “ The Growing Threats of 

Cyberbullying in India” by Pooja & Aditi Vats where it has highlighted the data where teens are 

prone to online harassment where 33% teens  are trapped in it. In the “ Information and 

Technology Act 2000 ” cyber bullying has been discussed and various punishments have been 

prescribed through Sec 66 A, 66 C, 66E, 67 etc. In the “  Bharatiya Nyaya Sanhita 2023” it has 

replaced the former Indian Penal Code and provided safeguards to the victim by incorporating 

various kinds of punishment through Sec 356 (1), 78, 78A etc. In Indian Constitution Article 

19(1)(a) and 21 has been addressed To understand the judicial aspect of this topic mainly three 

cases were referred  “Shreya Singhal v Union of India”( which highlighted the freedom of 

speech and expression under Article 19(1)(a), “State of West Bengal v  Animesh Boxi”( which 

displayed the stringent punishment prescribed to the offender and “ Prajwala v Facebook  & 

Ors”, (where the court directed the digital platform to take effective measures to prevent Csam 

material).  

 METHODOLOGY
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For this research purpose, a doctrinal method has been adopted where various statutes such as 

(Information and Technology Act 2000, Bharatiya Nyaya Sanhita 2023, Indian Constitution),   

journal ( The Growing Threat of Cyberbullying in India by Pooja & Aditi Vats ), “ Cyberbullying 

and Online Harassment : Legal Challenges and Social Realities – Indian Aspects by Joe Thomas 

& A.L.Krishnapriya, case laws (Shreya Singhal v Union of India, State of West Bengal v 

Animesh Boxi and Prajwala v Facebook and Ors)  has been followed.  

THEORETICAL   AND   CONCEPTUAL  FRAMEWORK

 

Meaning and Nature of Cyberbullying  

According to the Information and Technology Act 2000, cyberbullying is one of the cybercrimes, 

which means using both information and communication technology beyond the limit to harm a 

person’s reputation, state of mind, or humiliate a person. It is an act in which the person being 

bullied suffers an adverse effect. 2 Cyber bullying basically refers to bullying a person over the 

internet or cyber world in the form of messages, emails, calls etc by threatening a person to 

damage his character, reputation and his social image. Unlike physical harassment, it is more 

linked towards abuse through the digital world. So cyber bullying is using “ the internet, cell 

phones or other devices etc to send or post text or images intended to hurt or embarrass another 

person. 3 

Cyberbullying as the name suggests is committed in a digital form where it is different from 

bullying that occurs physically. For Cyberbullying, the physical entity is not an essential factor to 

rely on as the bullying is done through an online medium.  In cyberbullying, the offender is often 

an anonymous person who hides their identity and bullies the victim due to which tracing such 

offender becomes a difficult task. It can be operated sitting through any place at any time as 

geographical boundaries are not a hindrance. It is one of the dangerous cyber crimes since the 

victim’s sensitive information is at stake and just within a few seconds the information contained 

can spread like a fire within the large audience .  

3 National Crime Prevention Council, “Cyberbullying”  www.ncpc.org\cyberbullying, (Last visited on 13th April 
2026)  

2 Information and Technology Act 2000 
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The digital world has provided the intermediate for the commission of crime such as 

pornography. The person committing cyberbullying often harasses and threatens the victim  and 

in some cases even generates obscene photos or videos through  AI and other apps and uploads 

such in the porn websites. Furthermore the most disgusting part is when the children and teens 

are being targeted through child pornography. 4 

Privacy is an integral part of human life which secludes them or their  sensitive information from 

the outside world but however with the vast development of the digital platforms, privacy has 

been gathering a central stage of attention across the globe. Nowadays hardly any information 

remains private be it the Adhar Card or other vital documents, personal information and sensitive 

data, every data and information are at the risk of being threatened, which could be misused by 

offenders to harass and blackmail the victim.  In this context India does not explicitly have a law 

on privacy but the Article 21 of the Indian Constitution and Information and Technology Act 

2000, as amended by Information and Technology Act ( Amendment ) Act 2008. 5 

Forms of Cyberbullying  

Cyberbullying is a form of  harassing a person using electronic devices by sending offensive 

messages, threats, blackmailing etc which usually occurs in various forms which are different 

from one another. The various forms of cyberbullying are as follows :  

1)​ Cyberstalking  

Cyberstalking refers to stalking or following the person unnecessarily using the electronic 

devices or social media and engaging in the repeated harassing and threatening 

behaviours such as making harassing telephonic calls or leaving written messages on 

objects near to the house of the victim causing fear of apprehension of fear and bodily 

injury in the mind of victim. 6 

 

 

 

6 Department of Justice, “ The Electronic Frontier : The Challenge of Unlawful Conduct Involving the Use of the 
Internet. A Report of the President’s Working Group on Unlawful Conduct on the Internet,” March 2000, 
www.justice.gov\criminal\cybercrime\unlawful.htm, at Sec. II A3. 

5 Pavan Duggal, Textbook on Cyber Law (2d ed. 2016). 

4 Ranbir Singh & Ghanshyam Singh eds., Cyber Space and Law: Issues and Challenges (NALSAR Univ. of Law 
2004). 
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2)​ Flaming  

Flaming is a kind of cyberbullying where the person bullying sends  the messages, emails 

or text involving vulgar and abusive words directly to the victim to put down their race, 

sexual involvement, gender or economic status. 7 

 

3)​ Trolling  

Trolling is a kind of cyberbullying where derogatory comments are being posted on the 

victims post affecting his character, sexuality or any other thing to troll.him by hampering 

his / her mental peace. It is usually done through a fake profile. This kind of 

cyberbullying is usually faced by celebrities.  

 

4)​ Frapping  

Frapping is a kind of cyberbullying where the offender uses the victim’s social media 

account to post inappropriate or explicit content in  their name to ruin their reputation and 

damage their character. 

 

5)​ Impersonation 

Impersonation is a kind of cyberbullying where the person misrepresents himself by 

creating fake accounts and profiles and shares sensitive information about the victim to 

hamper their reputation in the society.  

 

6)​ Harassment  

Harassment is a kind of cyberbullying where the offender constantly sends hateful and 

threatening messages to the victim with an intention to hurt and create an apprehension of 

fear in the mind of the victim.  

 

 

 

7 Sneha  Mahawar, “ Overview of Concept of Cyber Bullying in India”, IPLEADERS, 
https://blog.ipleaders.in/overview-of-concept-of-cyber-bullying-in-india/⁠iPleadershttps://blog.ipleaders.in/overview-
of-concept-of-cyber-bullying-in-india/, (Last visited on 14th April 2026).  
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7)​ Dissing  

Dissing is a kind of cyberbullying where the person bullying spreads false information or 

rumours either by directly messaging the individual’s friends or posting anything on 

social media that defames the person. They could spread cruel details, inappropriate 

images, or even fake news about the victim and the victim’s family. 8 

 

8)​ Outing / Boxing  

Outing / Boxing is a kind of cyberbullying where the personal information  of the victim 

has been spread to social media without their consent  and subsequently broadcasts or 

“outs” that information to the public without permission.9 

 

9)​ Trickery  

Trickery is a kind of cyberbullying where the person tricks the victim by gaining his trust 

before leaking or spreading their secrets with malicious intent.  

 

10)​Exclusion  

Exclusion is a kind of cyberbullying where the victim may be excluded or removed from 

a social media group and false rumours are being spread about the victims. 

 

Legal Framework under Information and Technology Act 2000 

Cyberbullying is not explicitly dealt with any particular law but IT Act 2000 provides certain 

remedies and punishment against cyberbullying. The sections that deal with remedies are :  

Section  66 A : Sending offensive messages ( Prior to Repeal ) 

According to this section, any person found to have sent hurtful or abusive messages , shall be 

punishable with imprisonment for a term that may extend to three years and with a fine and 

both.10 

10 Information and Technology Act 2000, S 66 A 

9 Cyberbullying Research Center, Doxing and Cyberbullying, https://cyberbullying.org/doxing-and-cyberbullying ( 
Last visited on 14th April 2026)  

8 Skill Samurai, 10 Types of Cyberbullying, Skill Samurai 
N.Z.,https://skillsamurai.co.nz/articles1/10-types-of-cyberbullying (Last visited on 14th April 2026). 
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Section 66 C : Identity theft and Impersonation  

According to this section, any person who impersonates someone else online or causes identity 

theft in order to harass or hamper their character then, such person shall be penalised for identity 

theft for 3 years and fine upto 1 Lakh. 11 

Section 66 E : Violation of Privacy  

According to this section, any offender found committing trickery, doxing and transmitting 

private photos shall be imprisoned for a term upto three years and a fine not exceeding two lakhs 

or both. 12 

Section 67 : Punishment for Obscene Content 

According to this section, if any person found publishing or transmitting any inappropriate 

material or obscene content through electronic means, shall be punished on first conviction with 

imprisonment for a term that extend to three years and with a fine that may extend to five Lakh 

rupees, and in second conviction with imprisonment for a term that may extend to five years and 

a fine that extends to ten lakh rupees.13 

Legal Safeguards under Bharatiya Nyaya Sanhita 2023 

 

Along with the IT Act 2000, BNS 2023 also provides legal remedies for offences relating to 

cyberbullying . The various sections that addressed the cyberbullying are as follows : 

 

1)​ Section 356 (1) – Defamation 

It means to injure the reputation of the person by making false allegations against them, IT can 

be in the firm of libel ( defamation by writing ) and slander ( defamation by spoken words ). In 

terms of cyberbullying, it takes forms by spreading false rumours, revealing sensitive 

information or uploading explicit contents, such acts are punished with imprisonment for  a term 

extending to two years, a fine, or both, and for the first time, explicitly includes community 

service.14 

14 Bharatiya Nyaya Sanhita 2023, S 356 (1) 
13 Information and Technology Act 2000, S 67 
12 Information and Technology Act 2000, S 66 E 
11 Information and Technology Act 2000, S 66 C  
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2)​ Section 351 (1)(2)(3) – Criminal Intimidation 

In terms of cyberbullying, it means form of online threats sended through messages, emails or 

social media platforms where such acts are punished with imprisonment for a term upto two 

years of imprisonment, a fine or both. However, if it escalates to blackmail or threatening death, 

then punishment can increase upto seven years or fine or both.15 

 

3)​ Section 78 – Stalking  

It is a formidable of cyberbullying where a person continuously follows and stalks the person 

with an intention to harass the victim which is punishable with imprisonment for a term upto two 

years, or fine, or both.form of cyberbullying by continuously following and stalking the person 

with an intention to harass the victim, which is punishable with imprisonment for a term of 3 

years for the first conviction and up to 5 years for subsequent convictions, along with fines. 16 

 

4)​ Section 78 A – Stalking 

Any person found repeatedly following the victim’s online activity shall be punishable for a term 

either extending to 3 years, along with a fine.Second/Subsequent Conviction: Imprisonment of 

either description for a term extending to 5 years, along with a fine.17 

 

5)​  Section 351 (4) -  Criminal Intimidation by Anonymous communication  

Any person who makes an anonymous communication to the victim by threatening them online 

by concealing their identity shall be punishable for an imprisonment of a term upto  two years of 

additional imprisonment.18 

 

JUDICIAL APPROACH TOWARDS CYBER BULLYING

Judiciary has played a pro active  role in limiting the curb of cyberbullying, it has set various 

18 Bharatiya Nyaya Sanhita 2023, S 351(4) 
17 Bharatiya Nyaya Sanhita 2023, S 78 A  
16 Bharatiya Nyaya Sanhita 2023, S 78  
15 Bharatiya Nyaya Sanhita 2023, S 351(1)(2)(3) 
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precedents which became a benchmark for the future upcoming cases. Its contribution is evident 

through various landmark cases which are discussed below : 

1)​ Shreya Singhal Vs Union Of India AIR  

This case of Shreya Singhal Vs Union Of India 19has been a landmark precedent which deals 

with the validity of Section 66A of Information and Technology Act 2000. This provision of 

Section 66 A has criminalized the “ offensive messages” which are sent through electronic 

media. Here Shreya Singhal, a petitioner has challenged the constitutional validity of Section 66 

A on the ground of restricting and violating freedom of speech and expression under Article 19 

(1) 20 and Article 21 21(Right to life and personal liberty).  

 

It mainly deals with two issues : 

1)​ Whether provision of Section 66 A of Information and Technology Act 2000, is 

violative of Article 19(1) (a) of the Constitution of India ?  

 

2)​ Whether the provision is vague and prone to be misused thereby infringing upon right 

to life and personal liberty under Article 21 ?  

Observation : 

The Supreme Court observed that the Section 66A of IT Act 2000 was excessively broad and 

vague which is prone to be misused as the term “ offensive message” has not been defined 

clearly. The Court also noted the fact that provision of Section 66 A was not in accordance with 

freedom of speech and expression under Indian Constitution, as it did not meet the test of  

reasonable restriction. The Court recognised that while the state has the valid interest in 

regulating communication, the regulation must not be too broad or vague and curtail the freedom 

of speech and expression in any unreasonable manner. The Court emphasized that the broad and 

vague regulation lead to misuse of its application which is violative of fair and reasonable 

restriction.  

Judgement  

21 INDIA CONST. art 21  
20 INDIA CONST. art 19(1)(a) 
19 Shreya Singhal v. Union of India (2015) 5 S.C.C. 1  
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The Supreme Court held Section 66 A of the Information And Technology Act  as 

unconstitutional and struck it down. The Court declared that provision  didn’t meet the test of 

reasonable restriction and hence was violative of Article 19(1) (a). The decision upholds 

preserving freedom of speech and expression while also affirming that any restriction imposed 

must be clear and should not b arbitrary in nature.  

 

2)​ State of West Bengal  Vs Animesh Boxi 

This was a case in which Animesh Boxi, a software engineer, was in a relationship with the 

victim for over 3 years, where he demanded intimate and private photos from the victim. When 

she denied, after some time he hacked her phone and blackmailed her with the photos. After a 

few days, the victim’s brother found her photos and videos on the porn site. After the complaint 

was filed and action was initiated, Animesh was charged with Section 63, 66 and 67A of the 

Information and Technology Act 2000, with an imprisonment of 5 years and a fine of Rs 9000. 22 

 

3)​ Prajwala Vs  Facebook and Ors  

In this case, Prajwala , a leading NGO operating to support the victims of human trafficking 

initiated a suit  in court against Facebook and other social media platforms. The suit was mainly 

focused on the limits of this platform to take adequate steps to curb the spread of child sexual 

abuse material  ( CSAM)  on their platforms. 23 

The case uplifted the urgent action needed to be taken by social media companies to address the 

proliferation of CSAM online, which can have adverse impact on the victims and their families. 

Prajwala opined that the social media platforms were not engaged sufficiently to remove CSAM 

from their platforms and were ineffective in reporting it to the designated authorities.  

The Delhi High Court ruled in favour of Prajwala highlighting the seriousness of the issue and to 

prevent the spread of CSAM. The court directed these social media platforms to take stringent 

measures to identify and report CSAM content as soon as possible.  

 

CHALLENGES AND ISSUES

 

23 Prajwala Vs Facebook and Ors (2018) 17 SCC 79 
22 State of  West Bengal  Vs Animesh Boxi  C.R.M.No. 11806 of 2017 
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Although there are several legislation in providing a safety net towards cyberbullying but till date 

it faces a significant amount of challenges which remain a hurdle in enacting the legal remedies 

provided under various statutes. Some of those challenges are: 

1)​ Lack of Awareness 

Due to the ineffective promotion of laws relating to cyberbullying, huge number of 

people still remain ignorant of the existence of such laws. Only a handful of people are 

aware of such laws since the information related to this issue remains unacknowledged. 24 

 

2)​ Underreporting  

Most cases of cyberbullying remain unreported mainly due to hampering the victim’s 

reputation, social stigma and lack of confidence in the legal system.Many victims, 

especially women and young adults, are hesitant to come forward because of concerns 

about privacy and the potential for further harassment. 25 

 

3)​ Weak Enforcement 

Even though there are visible efforts of IT Act 2000, BNS 2023 and judicial approach 

towards cyberbullying, it still lacks behind due to weak enforcement of such laws.  

 

4)​ Anonymity  

Since the case of cyberbullying is mainly operated through fake profiles, multiple 

accounts and Ai generated images, it is often a difficult task to identify the offender and 

trace their account. Offenders can use fake profiles, VPNs, and pseudonyms to hide their 

true identities, making enforcement far more complex. 26 

 

5)​ Onus of Proof  

26 Blue Ocean Global Technology, Understanding Online Shaming, Blue Ocean Global 
Technology,https://www.blueoceanglobaltech.com/blog/understanding-online-shaming/, ( Last visited on 14th April, 
2025)  

25 Divya Yadav, Cyberbullying Laws in India: Current Challenges and Reforms, 2 Int’l J. for Legal Rsch. & Analysis 
(Mar.  
2025),https://www.ijlra.com/details/cyberbullying-laws-in-india-current-challenges-and-reforms-by-divya-yadav  

24 Joe Thomas & A. L. Krishnapriya, Cyberbullying and Online Harassment: Legal Challenges and Social Realities 
– Indian Aspect, INDIAN J. L. & LEGAL RES. (IJLLR), Oct. 13, 2025, 
https://www.ijllr.com/post/cyberbullying-and-online-harassment-legal-challenges-and-social-realities-indian-aspect⁠ 
IJLLR Journal 
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In order to hold the offender liable for cyberbullying, the court often directs to prove the 

malicious intention and mens rea on the part of accused, which is often a difficult task 

mainly in case of differentiating the joke and trolling.  

 

6)​ Features of Social Media 

It is often a challenging task for the victim to preserve the content because of many social 

media features such as disappearing messages, deleting options, unsending  and many 

more, which provides an opportunity for the wrongdoer to delete their messages and 

remove it from their part.  

 

CONCLUSION

 

Cyberbullying is one of the heinous cybercrimes where the victim is being targeted through 

social media accounts to harass and mentally disturb them. It adversely affects both physical and 

mental health as well as  detrimental  to the social image of the victim. In India cyberbullying is 

mostly faced by vulnerable groups such as women and teenagers. There are various legal 

safeguards   such as IT Act 2000, BNS 2023 etc acknowledging punishment and fines towards 

cyberbullying but due to its weak enforcement and social stigma faced by victims, the legislation 

is not yet that effective. Beside these legislations and judicial reach towards the issue the 

government needs to actively engage itself in promoting the information about this issue and its 

remedies through newspaper, media, digital platforms, television etc and to  encourage the victim 

and their families to step out of this social stigma to overcome this issue.  
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